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2 MYDATA Control Office plugins

The set of MYDATA Office Plugins are designed and developed, to support companies to
prevent data loss. The — mostly unintentional — disclosure of sensitive information is a constant
threat for companies. This is often caused by the carelessness of employees and not by
hackers or malicious intent.

An employee sends an email to external recipients and has inadvertently attached a
confidential, internal Office Document. In order to prevent such scenarios, the MYDATA Control
Office Plugins offer suitable solutions. Office Documents (Word, Excel and PowerPoint) can be
classified according to their level of confidentiality and their usage can be controlled. For
example, when attachments are mailed, MYDATA monitors that the internal documents are only
mailed to external recipients after explicit confirmation. Confidential documents may only be
sent after being encrypted. MYDATA thereby prevents undesired data leaks.

These plugins support you to classify your company and personal documents.
We have defined four classes of documents:

1. Confidential: This information is intended only for a limited number of persons. In the case
of loss, misuse or unauthorized handling of this information, the damage may be
considerable. When you classify these files to “Confidential”, a suffix “_confidential” will
be added to the filenames. When you want to print them, a Watermark will be added to
your file. (It is possible to remove it if you want)

2. Internal: This information is only intended for a limited circle of persons (usually your
company employees, possibly collaborating external persons), who are to be named, if
not derivable from the context. In the case of loss, misuse or unauthorized handling of
this information, the damage effects are limited and manageable. When you classify
these files to “Internal”, no suffix will be added to the filenames.

3. Public: This is information which has already been published, are intended for publication
or the unintentional publication of which would not cause any damage. When you classify
these files to “Public”, a suffix “_public” will be added to the filenames.

4, Personal: This information is only for personal use. In some companies, the employees are
allowed to use their devices for both personal and business purposes. They need extra
consciousness regarding dealing with their documents. The unintentional publication of
these files, though, cause no damage for the company, it is better to keep their personal
files classified as “Personal” to avoid mixing them with work documents. When you classify
these files to “Personal”, a suffix “_personal” will be added to the filenames.



2.1.1 Classification
You can classify the document via the ribbon “Classification” in the Home-Tab.
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You can click on any of the available options to classify your document.
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If you choose Confidential or Public classifications, as the document must be renamed together with
the corresponding suffixes, the Plugin will ask you to save your document. If you choose Internal, you

& Confidential

E Internal
¥ Public

Classification

do not get this message. The classification will be saved any time you save your document.

To change the classification to Confidential, we need to rename this file. Do you want to save your changes?

Save | [ Dont Save

If you want to classify the document as Personal, or want to see the classification history, or you want
to modify some settings, click on the advanced option arrow.

Document Classification

& Confidential

E Internal
¥ Public

Classification @ @ Public

& Peonal |
| B  Hisory |

2.1.2 Classification History
By clicking on the “History” button, you can see the history of the file classification. In the example
below, you see that on the date 10/2/2018 at 2:02:17PM, the classification of the corresponding
document is changed from “confidential” to “Public”. This is logged for future need!

Modffication Date From Classffication To Classification
10/2/2018 2:02:11 PM Intemal Confidential
4l Confidertial Public
Unclassfied Intemal



2.1.3 Blacklisting

When closing a document
When you want to close a document that is not classified yet, you will be asked to classify it. You also
have the option to “not classify” that specific document.

Document Classification

& conficential

(4] Public

& Personal

Den't Classify

If it is an already saved document, which is not classified, you can blacklist it by marking the “Do not
ask me again” checkbox. Now if you click on “Don’t Classify” button, the file will not be classified and
there will be no further request for the classification on next times that you open the file.

Deocument Classification

&  confidential

%) Public
&3 Personal

[] Do not ask me again

Don't Classify

2.1.4 Settings
When you click on “Settings” button, you have the possibility to add new blacklisted files or directories.
Additionally, you can set whether you want to add Confidential Watermark to your files, when being
printed, or not.

2.1.4.1  Blacklisting
You can also exclude a directory from the classification.

@ corrigentnl | [

E Internal n Confidential Enter a path of a folder or file you do not want to classify (includes sub folders)
 public o Users I Docurmerts Share Fldr
Classification I . } :

O Public CUsers\ \Documents\Shared Folderis successfully blacklisted!

c% Personal

= T Add watermark to confidential files
| Update Watermark I
Settings

If you do so, all folders and Documents that exist in that directory will be blacklisted. It means that,
you will not be asked to set a classification for them each time that you close those files. In order to
blacklist an entire directory, you can add the directory in the textbox and press “Exclude from
Classification”.

The blacklist (files and folders) is maintained in the following file:
C:\Users\<User>\AppData\Local\Microsoft\Office\Office_Path_BlackList.txt



2.1.4.2 Watermark
As mentioned before, when you want to print a “Confidential” document, a Watermark will be added
to your file. To remove this Confidential Watermark, you only need to remove the mark of the
Watermark checkbox and press “Update Watermark”.

Settings

Enter a path of a folder or file you do not want to classify (includes sub folders).

Exclude from Classification

[] Add watermark to confidential files

wiatermark is successfully deactivated for this document! | hU pdate Watermark




2.2 Outlook Plugin

The Outlook plugin is available in the “MYDATA Plugin” ribbon of Home-Tab. It warns you
whenever you are sending sensitive documents to externals and if needed, it offers the
possibility to protect them. Additionally, it provides some convenience features such as
informing you whether you have forgotten to attach a file or not.

Inbox - - Outlook

Send / Receive Folder View ADOBE PDF Q Tell me what you want to do...

x 2 Reply ] ¥ ind2uce ¥ Move ~ 5 Unread/ Read [5) Create Appointment D
% 2 Reply All 10 Manager v igRules~ §in Categorize ~ [EZ Address Book {5} Set Internal Domain
New New o  Delet Bi- = . " : : My
Email ltems~ | 97 £ Forward Team Email *| MBoneNote  [* Follow Up~ Y Filter Email ~ Account>
New Delete Respond Quick Steps ] Move Tags Find MYDATA Plugin Adobe Send &... A

2.2.1 Missing Attachments

You will get warnings for missing attachments. It works based on keyword detection.

i Test Email - Message (HTML)

Message Insert Options Format Text Review ADOBE PDF Q Tell me what you want to do...
lEE] 1] \gj > Create Appointment
B I U
Paste T Names Include Attach File via Tags
© - N Adobe Send & Track -
Clipboard Basic Text Adobe Send & Track MYDATA Plugin -~
To... 2amall.com;

send
Subject Test Email

Cen

Hi,

| have attached a file.

Best, | ‘You may have forgotten to attach afile.
Do you want to send the e-mail anyway?

2.2.2 Large Number of Recipients

You will get warnings when sending mail to more than 25 recipients.

2.2.3 Classified Attachments Warning

When you unintentionally send a Confidential or Internal file to externals, you get a warning
message. However, first you need to define your internal domain. The recipients that are not
included in the internal domain, will be considered as external recipients.

For example, you can set “@myCompany.de” as an internal domain. Additionally, you can add
“lohn.doe@external.de” as a trusted person outside of your company to your internal domain.



mailto:john.doe@external.de

Set Internal Domain

Define your trusted address range here:
(e.g.. @example.com for full domain or john doe@example.com for a specific email)

Add fothelist

. Action

Domain
. @ |

john doe@extemal de

When you attach a confidential document to an email is not in your internal domain, you receive
a warning message. Additionally, a note will be added to the content of your email.

Test Email -
Options  Format Text & ADOBEPDF @ Tell me what you want to do.
LT 8 n A A ER 1] {] ™ [5) Create Appointment
U s ru]E -2 ==
Paste e - R Mames Include Attach File via Tags
- FIE-AS=E= | e - *  AdobeSend &Track -
Clipboard Basic Text Adobe Send & Track MYDATA Plugin ~
To.. |..-._ N 2gmail.com |
=1
]| |
Send
Subject | Test Email |
Attached Test Document_confidential.docx
14 KB Use Adobe Send & Track Yes Mo @)
"

[MOTE: This mail contzins confidential content]

Hi,

This email is being sent by mistake !

Are you sure that you want to send a confidential document
! to an external recipient?

Best,

2.2.4 Classified Attachments Encryption
If you want to send a sensitive file to an external, the plugin provides you the option to encrypt

the attachment via SIMIME or ZIP.



Test Email - Me: e (HTML)

B I U
Paste
aly
Clipboard
To.
o
Send
Subject
Attached

[NOTE: This mail contains confidential content]

Hi,
*You can either add the sttachment{s) to an encrypted ZIP file, or use e-mail
. ; . . encryption with SIMIME (smart card).
This email contains confidential content Of course, you can also send the attachment unencrypted (not recommended).
How do you want to send your e-mail?
Best

B li Attach File - £] * - (5 Create Appointment
07 Attach ltem - !
Names Attach File via

v [#signature~ | pdobeSend & Track ¥

Basic Text Include Adobe Send & Track Tags MYDATA Plugin -~
@amail.com
Test Email

a—| Tlest Document_confidential.docx

Options Format Text Review ADOBE PDF Q Tell me what you want te do...

=| 13KB Use Adobe Send & Track Yes Mo @

Encryption of confidential attachments

Confidential documents should always be sent encrypted

ZIP encrypted SIMIME encrypted Unencrypted

If you choose S/MIME, your company Smart Card is required and the receiver certificate needs
. If the recipient does not have a certificate, Outlook will display a warning.

to be known

You can choose to send the Email unencrypted or send it with a ZIP encryption.

If you choose the ZIP encryption, the attachments will be zipped and encrypted. You can copy
the password and send it to the recipients on a secure/separate channel. On this version, we
are only providing the password as you see in the following image. Do not forget to copy the

password.

Test Email - Message (HTML)

Message Options Format Text Review ADOBE PDF Q Tell me what you want to do...
EE] 1] gj > Create Appointment
B I U
Paste o Mames Include  Attach File via Tags
- u M ~ | AdobeSend & Track =~
Clipboard Basic Text Adobe Send & Track MYDATA Plugin £
Ta. 2amail.com
=1
Cc...
Send
Subject Test Email
m—| Test Document_confidential.docx
Attached = = -
mE 14KB b

[MOTE: This mail contains confidential content]
[MOTE: The attachment of this mail is encrypted. The sender will inform you about the password.]

[MOTE: This mail contains confidential content]
ZIP Password .
Hi,
Please communicate the following password to the recipient on a secure channel
This email is being sent by mistake !

ZIP passwiord [:ASKaSCNseKrat2Crnz

Best,




This is how the email you sent will look like:

Test Email - Message (HTML)

Q Tell me what you want to do...

(3 £ Reply ) Wl ind2uce ¥ e > yo) q Create Appointment
@, Reply All (=8 Manager .Lm TR
& _ Delete B~ ; — | Move Tags Editing Zoom
& €, Forward 3 Team Email s . B - .
Delete Respond Quick Steps 17 Move Zoom MYDATA Plugin ~
Tue 10/2/2018 4:48 PM
Test Email
To ! @gmail.com' A

. encrypted_attachmentszip _
14 KB

[NOTE: This mail contains confidential content]
[NOTE: The attachment of this mail is encrypted. The sender will inform you about the password.]

Hi,
This email is being sent by mistake !

Best,

2.2.5 Automatic Appointment Creation

You can click on the “Create Appointment” button to create an appointment on a date that is
specified in the content of an email. If the mail contains more than one possible date, you will
get a selection dialog.

It is also possible to mark a date and right click on it and then, choose the “Create Appointment”
option.

Let's meet! - Message (HTML)

Q Tell me what you want to do...

(fl:i 2 Reply m ¥, ind2uce Q. =T > yel Q G Create Appointment
@. Reply All S 10 Manager v _@ =
& . Delete R~ 8 — Move Tags Editing Zoom
] £} Forward EJ Team Email v . [Ep- = =
Delete Respond Quick Steps 1 Move Zoom MYDATA Plugin -~

Tue 10/2/2018 5:01 PM

Let's meet!

Hi,

5 5 Pl elect appointments you'd like to creat
I am available on the following dates: St e IR e

15.10.2018 10/15/2018 8:00:00 AM
22.10.2018 (] 10/22/2018 8:00:00 AM
Best,

0K




2.3 Uninstallation

You can deactivate or remove any of the MYDATA Plugins similar to all Microsoft Office
Plugins.

If you want to uninstall the plugins from your machine, you can uninstall it from the
“Programs and Features”. You can also run the unins000.exe file from the directory in which
the package is installed:

C:\Users\<user>\AppData\Local\MYDATA Office Plugin\uninstall\unins000.exe

3 Contact Us

Mail: support@Ilze-innovation.de
Tel.: +49 9131 92894 80

LZE GmbH

Frauenweiher Str. 15

91058 Erlangen

Enjoy!
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